
learn more at  https://shattered.io

Team

Marc Stevens
Pierre Karpman

Elie Bursztein
Ange Albertini
Yarik Markov

Use collision 
detection code

Google products 
are  already 
protected

Use shattered.io
to test your PDF

Use SHA-256 
or SHA-3 as
replacement

Defense

Shattered compared to other collision attacks

SHA-1 Bruteforce
12,000,000 GPU
1 year

SHA-1 Shattered
110 GPU
1 year

MD5
1 smartphone
30 sec

9,223,372,036,854,775,808 
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Normal behavior - different hashes Collision - same hashes

A collision is when two different documents have the same hash fingerprint

The first concrete collision attack against SHA-1 
https://shattered.io
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